CRYCASH
PRIVACY POLICY
Introduction
This Privacy Policy governs the collection, storage and use of personal information collected
by us, 
CRYCASH legal entity ("we", "us", "our" or "CRYCASH"), via our website at
https://crycash.io (the "Website"). It provides you (a Buyer, a User or visitor on our
Website) with details about the personal information we collect from you, how we use your
personal information and your rights to control the personal information we hold about you.
This Privacy Policy forms an integral part of the Terms and Conditions (available here: Terms
and Conditions).
Please read this privacy policy carefully. By accessing or browsing this Website, you confirm
that you have read, understood and agree to this privacy policy in its entirety. If you do not
agree to this privacy policy in its entirety, you must not use this Website.
We may change this Privacy Policy from time to time and you agree that by accessing or
using the Website at any time after a change, you will be confirming your acceptance of the
new version of the Privacy Policy.
We respect your right to privacy and will only process personal information you provide to us
in accordance with this privacy policy and applicable privacy laws.
About persons under the age of 18
We do not and will not knowingly collect information from any person under the age of 18. If
you are under the age of 18, you may not use this Website unless you have the consent of, and
are supervised by a parent or guardian.
What Is Personal Information?
As used in this privacy policy, the term "personal information" means information that
specifically identifies an individual or information about an individual that is directly linked
to personally identifiable information and can be used to identify that individual. This
information you actively provide to us. Personal information does not include "aggregate"
information, which is data we collect about the use of this Website or about a group or
category of users, from which individual identities or other personal information has been
removed. This privacy policy in no way restricts or limits our collection and use of aggregate
information.
The personal information we collect about you

When you access and browse this Website (including when you submit personal information
to us through data entry fields on the Website), we may collect the following information
from you:
•

your full name;

•

your date of birth and gender;

•

your postal address;

•

your phone number and e-mail details;
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•

ethereum wallet address and address of any other wallet used in relation to the
token sale

•

technical information, including the internet protocol (IP) address used to connect
your device to the internet, your location, your login information, browser type and
version, time zone setting, browser plug-in types and versions, operating system
and platform.

You may be prompted to pass an identification check to verify your identity before, during
and/or after the token sale.
We reserve the right, at our sole discretion and at any time before, during and/or after
the token sale, to collect information that includes your full name, telephone number, BTC,
ETH-address (or any other similar address), IP address, residential and email address, browser
type, pages accessed on our website, date and time the website was accessed, survey
responses and any other information you choose or need to provide.
About Sensitive Personal Data
We do not collect any sensitive personal data including but not limited to:
(a) the racial or ethnic origin of the data subject;

(b) his political opinions;
(c) his religious beliefs or other beliefs of a similar nature;
(d) whether he is a member of a trade union;
(e) his physical or mental health or condition;
(f) his sexual life;
(g) the commission or alleged commission by him of any offence; or
(h) any proceedings for any offence committed or alleged to have been committed by him, the
disposal of such proceedings or the sentence of any court in such proceedings.
About
KYC(Know Your Customer)/AML(Anti-Money Laundering) procedures
KYC/AML procedures can be applied to prohibit and actively prevent money
laundering and any activity that facilitates money laundering or the funding of terrorist or
criminal activities by complying.
Money laundering is generally defined as engaging in acts designed to conceal or
disguise the true origins of criminally derived proceeds so that the proceeds appear to have
derived from legitimate origins or constitute legitimate assets. Generally, money laundering
occurs in three stages. Cash first enters the financial system at the "placement" stage, where
the cash generated from criminal activities is converted into monetary instruments, such as
money orders or traveler's checks, or deposited into accounts at financial institutions. At the
"layering" stage, the funds are transferred or moved into other accounts or other financial
institutions to further separate the money from its criminal origin. At the "integration" stage,
the funds are reintroduced into the economy and used to purchase legitimate assets or to fund
other criminal activities or legitimate businesses. Terrorist financing may not involve the
proceeds of criminal conduct, but rather an attempt to conceal either the origin of the funds or
their intended use, which could be for criminal purposes. Legitimate sources of funds are a
key difference between terrorist financiers and traditional criminal organizations. In addition
to charitable donations, legitimate sources include foreign government sponsors, business
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ownership and personal employment. Although the motivation differs between traditional
money launderers and terrorist financiers, the actual methods used to fund terrorist operations
can be the same as or similar to methods used by other criminals to launder funds. Funding
for terrorist attacks does not always require large sums of money and the associated
transactions may not be complex.
We are applying KYC/AML procedures to protect itself from involvement in money
laundering, terrorism financing or suspicious activity.
So, we may, at any time before, during and/or after the token sale, demand from you
to submit further documents from you, such as a colour photo of your passport or other
identity card, a selfie, utility bill or other documents required by authorities to show proof of
your identity as well as documentation that is evidence of your residence. We also may collect
information about a User’s computer or other access devices for fraud prevention, KYC or
AML purposes and other information.
If you fail to fulfill our request or demand to provide the necessary information and
documents within a specified timeframe in order to comply with KYC/AML procedures or
laws, we reserve the right to report and in its entirety forward the information regarding your
identity that we have collected and stored to the relevant authorities. Furthermore, we reserve
the right to report you to our participating exchanges and enforce a block or ban of your
wallet to prevent you from trading until you have provided all the necessary data and
documents that confirm your identity to our standard and those of authorities requesting them.
We may also request the personal information you provided to enroll in an exchange or
marketplace to verify your identity or submitted documents.
Cookies
In order to provide you with a personalised experience and improve the functionality and
efficiency of our Website, we may use cookies (and other similar tools, including clear gifs,
log files, flash cookies) to collect, store and use information about your visits to the Website.
How we may collect, store and use your information
We (or third party data processors acting on our behalf) may collect, store and use your
personal information to provide you with a secure, smooth, efficient, and customized
experience.
We will store Personal Data in encrypted form on an infrastructure with limited access to
ensure its integrity and appropriate approach to it.
We may use your personal information to:
•

provide the Services and customer support per your request;

•

process transactions and send notices about your transactions;

•

resolve disputes, collect fees, and troubleshoot problems;

•

prevent potentially prohibited or illegal activities, and enforce our Terms and
Conditions;

•

customize, measure, and improve the Services and the content and layout of our
website and applications;

•

deliver targeted marketing, service update notices, and promotional offers based on
your communication preferences;
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•

compare information for accuracy and verify it with third parties;

•

distribute and account CRYCASH (CRC) tokens;

•

Identify our users;

•

Administer our Services;

•

Personalize our Services for you;

•

Send you technical notices and support and administrative messages;

•

to make this Website available to you and to provide you with content which is
tailored to your individual tastes;

•

to complete any purchases you make through this Website;

•

to provide you with any services that you may request;

•

where you have given us your consent, to contact you (including by SMS and e-mail)
with products and services which we think may interest you;

•

where you have given us your consent, to disclose your personal information to
carefully chosen or specified third parties so that they may contact you (including by
SMS and e-mail) with products and services which they think may interest you.

•

Provide third parties with statistical information about our users (but those third
parties will not be able to identify any individual user from that information);

•

Detect, investigate and prevent fraudulent transactions and other illegal activities and
protect the rights and property of CRYCASH legal entity and others;

•

Link or combine information we collect from or about you;

•

Verify compliance with the terms and conditions governing the use of our Services.

We will not disclose, sell or rent your personal information to any third party unless
you have consented to this or we are required to do so for legal or regulatory purposes. If you
do consent but later change your mind, you may contact us support@crycash.io and we will
cease any such activity.
However, if a third party acquires all (or substantially all) of our business and/or
assets, we may disclose your personal information to that third party in connection with the
acquisition. We may also disclose your personal information where we are required to do so
by applicable law, by a governmental body or by a law enforcement agency.
Also, we may share your personal information with our affiliated entities, subsidiaries
and other companies under common control and ownership, in order to help detect and
prevent potentially illegal acts and violations of our policies, and to guide decisions about our
products, services and communications; service providers that perform work for us (such as
hosting providers, identity verification, support, payment, and email service providers); if we
believe your actions are inconsistent with our user agreements or policies, or to protect the
rights, property and safety of CRYCASH legal entity or others; in connection with, or during
negotiations of, any merger, sale of company assets, financing or acquisition of all or a
portion of our business by another company; or when we believe, in our sole discretion, that
the disclosure of personal information is necessary to report suspected illegal activity or to
investigate violations of our Terms and Conditions. We may also share aggregated or
de-identified information, which cannot reasonably be used to identify you.
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Finally, we may also collect anonymised details about visitors to our Website for the
purposes of aggregate statistics or reporting purposes. However, no single individual will be
identifiable from the anonymised details we collect for these purposes.
Your account
You can view and edit your personal information at any time in the 'Account' section of the
Website.
If you delete your personal information, we will only continue to store your personal
information for as long as it is needed to fulfil any purchases or requests made by you.
However, we may retain your personal information after you have closed any account you
have with us or stopped using the Website if this is reasonably necessary to comply with our
legal obligations, meet regulatory requirements, enforce this privacy policy, resolve disputes
between users or to prevent fraud or abuse.
Emails from
is legally required to email you to confirm any purchases that you make on the Website and
you cannot unsubscribe from these emails.
You may unsubscribe from any other emails at any time using the 'Unsubscribe' link provided
at the bottom of such emails or through the 'Account' section of the Website.
Communicating with other users on the Website
By using or communicating using any public forum that may be available on the Website,
such as on groups, forums, communities, chats and sending messages to specific users, you
agree and accept that any personal information shared over such public forums may:
•

be read, collected and used by other participants on the forum, who may misuse or
disclose your personal information, including but not limited to sending unsolicited
messages; and

•

remain available to other users or the public, including after the deletion of your
account.

You are responsible for any personal information that you disclose through any public forum
on the Website and agree that CRYCASH legal entity is not responsible or liable in the event
that your personal information is misused or disclosed by a third party or a buyer using the
Website. If you believe that your personal information is being misused, please contact us
immediately at support@crycash.io.
Security
We take appropriate physical, technical and administrative measures to safeguard the personal
information that you provide to us. However, no transmission over the internet can ever be
guaranteed secure. Consequently, please note that we cannot guarantee the security of any
personal information that you transfer over the Internet to us.
Your rights
You have the following rights:
•

the right to ask us to provide you with copies of personal information that we hold
about you at any time, subject to a fee specified by applicable law ;
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•

the right to ask us to update and correct any out-of-date or incorrect personal
information that we hold about you free of charge; and

•

the right to opt out of any marketing communications that we (or any third party to
whom we have disclosed your personal information with your consent) may send you.

If you wish to exercise any of the above rights, please write to us (either by post or by e-mail)
at the address specified above.
International transfers
We may transfer personal information that we collect from you to third party data processors
located in other countries or to members of our group of companies in connection with the
above purposes. Please be aware that other countries may not offer the same level of data
protection, although our collection, storage and use of your personal data will continue to be
governed by this privacy policy.
Third party sites
This Website may contain links to other Websites operated by sellers, social media websites
and other third parties. Please note that this privacy policy applies only to the personal
information that we collect through this Website and we cannot be responsible for personal
information that third parties may collect, store and use through their Website. You should
always read the privacy policy of each Website you visit carefully.
Questions
If you have any questions about how we collect, store and use personal information, or if you
have any other privacy-related questions, please contact us by e-mail at support@crycash.io
;
We will answer your query within 30 calendar days upon receipt of your query.
Last updated on:31 January 2018.
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